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Andrea Draghetti

Cyber security analyst specializing in identifying, analyzing and countering threats

4 drego85@draghetti.it 9 Bologna, Italy (4 andreadraghetti.it

m=mmmm  \WORK EXPERIENCE
D3Lab SRL
Head of Threat Intelligence Jan 2019 - Present
+ Coordinated the Antifraud Team and conducted Threat Intelligence Research;
+ Dialogue with customers to coordinate activities;
» Developed automatic scanners to identify malicious activities.
» Research and analysis of new dataleaks or databreaches in illegal markets.
Antifraud Analyst Apr 2016 - Dec 2018

* Monitored, identified, and countered phishing campaigns for major Italian banks, developing preventive
strategies and collaborating with security teams to mitigate fraud.

Draghetti SNC
Dealer July 2005 - Mar 2016
+ Telephony retailer in partnership with Vodafone Italy through a franchise store.

3A Sistemi SRL
Sysadmin May 2002
* Training internship in information technology targeting health care facilities.

s EDUCATION

University of Milan
Bachelor Degree in Computer Systems and Networks Security (SSRI) Apr 2020
Thesis on the evolution of phishing

I.T.I.S. Giordano Bruno in Budrio
High School diploma in Electronics and Telecommunications June 2004

mm== PROJECT

Phishing Army
« Blocklist to filter Phishing domain: project used monthly by over 500 thousand unique users

Over Security
+ Cybersecurity News Aggregator

meioc
+ Mail Extractor Indicator of Compromise (loC)

htpw
+ .htaccess to protect WordPress

tosint
» Telegram OSINT: extract information from Telegram bots and related associated channels

s SKILLS

 Developer: Python, PHP and Several other languages, but with less thorough knowledge;
 Cybersecurity - Bug Bounty: Telegram, Gruppo TIM, Vodafone, ilPost, and more on my blog;
 Software: MacOS, Linux, MySQL, HTML, JavaScript, Scraping and more.

mmm==  LANGUAGES

* Italian: Native
+ English: Beginner/Intermediate (ESB Certificate in ESOL - B1)
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